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Managed Web Threat services

. ISP Centralized WEB traffic statistics
Managed Web Threat services — : ,

Managed Firewall with Traffic statistics for:

Add-ons Services -groups, IPs, users;
-blocked, allowed sites;

-searched keywords;
Managed Web Threat protection: -other features.
- Gateway-Antivirus;
- Gateway-AntiSpyware;
- Web Filtering;
- Bot and Phishing detection;
- P2P and IM control;
- Traffic reports

IPS Rules

v

~ y Yy P E"‘an ‘.

v v v

DORS

Block Log Alert

=

Managed IPS;

Managed DNS;
Active Directory
i i @ or other auth server
(S
L&
Regular Traffic J
b NET Remote Office IPSec tunnel l! Secure Connection
yte . InstaGate or other CPE (\i')/' = Allowed WEB traffic
ConSUItlng ’ ) Blocked WEB traffic
Remote worker with VPN Access

eSoft Channel Partner
eSoft Confidential



Managed Web Threat services 1 at a glance ,

A Managed Firewall and add-ons us follow:
A Managed Web Threat protection and IPS
I Increased Employee Productivity
A Web Filtering & blocking of IM and P2P according to company policy
I Virus Attacks - effective network virus protection at the gateway
A Cost of downtime, rebuilding servers, reinstalling software or lost data
I Botnet detection and removal, block access to malicious sites
I Protects servers, databases and application-layer infrastructure
i IM and Peer-to-Peer controls, Social Networking controls

i Detailed web activity report by wuser/ gr
services (at the ISP or customer premise)
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Web Threat 7 Additional Security Features

Web Threat services provides complete Security for all Web

Applications/Surfing
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( WEB APP/INFRASTRUCTURE SECURITY MALWARE PREVENTION N
. A Virus, Worm
3 W.(.e g er: ver Security -650,000 recent signatures
I IS, Apache . A Spywar e
A Browser Explo!ts /'\ i URLS
A Web App Security S M i Rogue Active-X,
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A I M/ P2P Exploits \ S oEC ’ A LDAP/Other Auﬁha?t
R Access Control A Millions and Mil Ilffi c
i Instant messaging A 53 Categories
i Peer-to-peer A20+ languages supported
access control (Romanian included)
T Social Networking Sites A Enforced Goog e Sla f
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A Integrated Web Cd|ct
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Managed Email Threat services

eSoft Confidential



